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EXECUTIVE SUMMARY




Financial ecosystems are seeing early-stage exploitation of
event-driven demand. Crypto scams (e.g., $WORLDCUP-type tokens)
are leveraging hype and thin legitimacy signals to attract capital before
potential loss events. In parallel, card-not-present fraud and social
engineering campaigns are replicating prior World Cup patterns,
targeting ticketing, travel, and hospitality flows.

Weak email authentication across parts of the ecosystem increases
exposure to BEC within complex supplier and sponsorship chains,
where payment redirection can occur with limited verification. Elevated
AML pressure and human-trafficking risk further strain monitoring
capabilities, particularly near host cities. The combined effect iIs
sustained fraud exposure, increased reimbursement Lliability, and
regulatory scrutiny across payment-driven organizations.




These sectors face concentrated operational
risk as ransomware, data extortion, and
identity-based intrusions target systems
with near-zero tolerance for downtime.
Recent attacks on airlines, hotels, and
airports  demonstrate  how  attackers
prioritize credential abuse and social
engineering to bypass traditional controls.

At the same time, hacktivist groups have
already demonstrated the ability to disrupt
travel-related services through DDoS
campaigns timed to major events.
Fan-facing fraud, particularly lookalike
booking domains, is scaling rapidly,
exploiting trusted brands at the point of
purchase. Even short disruptions In
reservation, booking, or operational systems
can cascade into traveler disruption, safety
concerns, and Iimmediate reputational

damage at a global scale.




The gambling ecosystem Is entering the tournament
with threat infrastructure already active. Large-scale
registration of lookalike domains, combined with a
sharp rise in fake mobile apps and Telegram-driven
betting schemes, shows coordinated pre-positioning
ahead of peak betting activity.

The gambling ecosystem Is entering the tournament
with threat infrastructure already active. Large-scale
registration of lookalike domains, combined with a
sharp rise in fake mobile apps and Telegram-driven
betting schemes, shows coordinated pre-positioning
ahead of peak betting activity. Affiliate abuse and
unregulated operators are exploiting regulatory gaps
and acquisition channels to capture users and funds.
This directly undermines legitimate operators, driving
brand erosion, regulatory exposure, and increased
post-event disputes and chargebacks, particularly as
compromised credentials and fraudulent promotions
intersect during high betting volume.
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Why the Financial Sector Is at Such High Risk

International sporting events such as the Olympics and FIFA World Cup create favorable conditions for
financial-sector targeting because they generate a sharp increase in online, cross-border, and
time-sensitive transactions across ticketing, travel, hospitality, merchandise, and sponsorship activity.
Demand is concentrated in narrow purchasing windows, urgency suppresses normal verification
behavior, and consumers transact with unfamiliar merchants under unfamiliar branding.

The cryptocurrency sector faces particularly high exposure because attackers exploit public interest in
sports-related digital assets, fan tokens, and NFTs. Fraudulent "FIFA Coin” projects, fake crypto
investment opportunities, and World Cup-themed NFT schemes are being used to lure users into
downloading malicious apps and engaging in financial scams, though no official FIFA coin has been
launched. These operations frequently promise guaranteed returns, referral rewards, and daily profits
tied to sports-themed crypto ecosystems, resembling classic Ponzi-style investment schemes. The
combination of emotional fan engagement and speculative investment behavior leaves inexperienced
investors more vulnerable to fraud and social engineering.

Business-to-business exposure is also quite high. Large-scale events involve complex procurement,
sponsorship, and payment chains across sponsors, vendors, logistics providers, hospitality partners,
and service contractors. High transaction volumes, urgency, and operational complexity weaken
standard payment-verification processes, increasing exposure to manipulated invoices, fraudulent
wire transfers, beneficiary-account redirection, and payment-approval fraud.

Finally, the tournament creates compliance pressure. The U.S. Department of the Treasury’s Financial
Crimes Enforcement Network has warned that the visitor influx and cross-border money movement
could be exploited by criminal networks involved in sex trafficking and labor trafficking. Banks,
casinos, money transmitters, fintech platforms, and payment processors operating near host cities
face elevated anti-money laundering workloads.
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Observed Threats
Around the the World Cup

Crypto-themed scams

Event-themed cryptocurrency activity is one of the most visible financial threat categories in the
lead-up to the World Cup. Promotional campaigns running on X and other social platforms heavily rely
on urgency, exaggerated return projections, giveaways, and countdown narratives to pressure
impulsive decisions. The pattern is well established at prior mega-events and has been observed to
repeat in 2026.
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$WORLDCUP

The $WORLDCUP token has generated significant discussion on X. It exhibits multiple characteristics
commonly associated with high-risk speculative assets or potential fraudulent schemes rather than a
legitimate investment vehicle and exemplifies the broader wave of meme coins seeking to capitalize
on the excitement surrounding the tournament.

Launched in mid-May 2026, just weeks before the tournament, the project appears designed to exploit
global event-driven hype. Such opportunistic timing is a recurring pattern in sports-related crypto
scams, where rapid price inflation attracts retail investors before potential liquidity withdrawal or
large-scale sell-offs occur, often resulting in substantial investor losses. Several X posts are seen
promoting the $WORLDCUP token, although it is unclear whether the individuals promoting it are
doing so knowingly or unknowingly.

Figures 1 and 2. X posts promoting the $WORLDCUP cryptocurrency, using language and messaging patterns commonly associated
with crypto-scam campaigns (urgency, giveaway funnels, nation-themed FOMO).
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$WORLDCUP

Market indicators indicate high risks: thin liquidity relative to peak market capitalization, which
facilitates price manipulation; sharp, volume-driven price surges that appear engineered to trigger
Fear of Missing Out among retail participants. Critically, $WORLDCUP lacks standard markers of
legitimacy: no identifiable development team, no independent security audit, no clearly defined utility,
no transparent roadmap, and no official connection to FIFA or the World Cup organizing bodies. The
absence of institutional oversight increases vulnerability to fraud, including potential phishing through
associated links.

Figure 3. X post by a self-proclaimed “Scam Hunter” warning that the $WORLDCUP token is a coordinated scam, with price-chart
context and project metadata visible on-screen.

Unofficial World Cup-themed tokens represent highly speculative assets with a substantial probability
of total or near-total capital loss. Official FIFA digital initiatives, if any, are limited and clearly
documented on verified channels.
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In many cases, victims either
authorize payments themselves or
unknowingly provide credentials
through fraudulent portals,
enabling subsequent account
takeover, unauthorized purchases,
fraudulent transfers, or
identity-related financial crimes.




Business Email Compromise (BEC)

The financial impact of the World Cup extends beyond consumer fraud to significant
business-to-business payment risks affecting sponsors, vendors, logistics providers, hospitality
partners, and service contractors operating within the tournament ecosystem. Cyber criminals exploit
complex procurement, sponsorship, and payment chains through supplier impersonation, invoice
fraud, and BEC.

FIFAWC 2026 official partn

Lack sufficiently strong DMARC enforcement, leavi
them exposed to email impersonation and BEC agai
their procurement and sponsorship chains.

Source: financial draft, citing pre-tournament DMARC research:

Figure 5. Pre-tournament research by Proofpoint found that one in three official FIFA World Cup 2026 partners lacked sufficiently strong
DMARC enforcement to effectively prevent domain spoofing and email impersonation .’

Weak or non-enforced DMARC configurations increase opportunities for attackers to impersonate
trusted organizations, spoof legitimate sender domains, and redirect payments through fraudulent
iInvoices or altered beneficiary details. High transaction volumes, urgency, and operational complexity
associated with global tournaments further weaken standard payment-verification processes,
Increasing exposure to manipulated invoices, fraudulent wire transfers, beneficiary-account
redirection, and payment-approval fraud.

! https://www.proofpoint.com/uk/newsroom/press-releases/fifa-world-cup-2026-more-one-third-official-partners-expose-public-risk
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Anti-Money Laundering (AML), human trafficking, and financial-crime compliance

The FIFA World Cup 2026 is expected to create significant financial crime and compliance challenges
for banks, payment providers, and financial institutions because large international sporting events
often increase opportunities for illicit financial activity, including human trafficking, money
laundering, and exploitation-related transactions.

FInCEN has warned that the tournament’s massive influx of visitors, rapid economic activity, and
cross-border movement of people and money could be exploited by criminal networks involved in sex
trafficking and labor trafficking. Financial institutions are being urged to strengthen AML monitoring
systems, increase suspicious activity reporting, and improve transaction surveillance during the
tournament period.

The financial sector plays a critical role because trafficking networks rely heavily on banking and
payment systems to move and disguise illicit profits. Criminal activity associated with major events
may involve unusual cash deposits, peer-to-peer payment transfers, prepaid cards, digital-asset
transactions, and abnormal travel-related spending patterns. Traffickers may exploit increased
demand for tourism, hospitality, transportation, and entertainment services during the World Cup to
expand illegal operations, creating increased risk for banks, casinos, money transmitters, fintech
platforms, and payment processors operating near host cities.
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Impact and Risk

The financial impact of event-related fraud extends well beyond direct monetary loss. Banks and
payment providers face chargebacks, reimbursement claims, fraud investigations, and operational
strain on transaction-monitoring and dispute-resolution functions. BEC and supplier-impersonation
activity drives wire-recovery requests, reimbursement disputes, and suspicious-transaction
investigations. AML-related compliance activity (suspicious activity reporting, enhanced due diligence,
and transaction surveillance] scales with the tournament’s visitor and cash-flow volumes.

These pressures fall hardest on institutions operating near host cities and on entities exposed to
high-volume consumer payment flows: card issuers, acquirers, e-commerce processors, money
transmitters, fintech platforms, and casinos. Cryptocurrency exchanges and on-ramps face
secondary exposure as event-themed tokens generate volume and as victims attempt to recover
losses from scam projects.

Reputational impact is significant where customer accounts are drained or where fraud volumes
overwhelm support functions. Regulatory scrutiny is also likely, particularly in jurisdictions with active
fraud-reimbursement obligations and AML supervision.
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Chinese-aligned activity

China-linked cyber actors represent a lower-visibility but strategically significant threat category,
primarily focused on long-term intelligence collection rather than overt disruption. Historical
concerns surrounding major sporting events have included surveillance activity, data harvesting, and
potential exploitation of official event platforms and digital ecosystems. In a FIFA 2026 context,
China-aligned actors are more likely to leverage associated digital infrastructure to collect sensitive
information relating to athletes, spectators, partner organizations, and host-nation systems,
supporting broader strategic intelligence requirements rather than immediate operational disruption.

North Korean cyber actors combine financially motivated cyber crime with strategic espionage. Their
operations commonly involve phishing campaigns, credential theft, cryptocurrency-related theft, and
targeted attacks against financial systems. In a major-event context, North Korea-linked groups may
seek to exploit payment ecosystems, ticketing infrastructure, hospitality systems, or cryptocurrency
services to generate financial gain. Although unlikely to emerge as primary disruptors of FIFA 2026
operations, their adaptability and focus on monetization position them as a persistent secondary
threat.
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Based on observed activity, the most operationally
relevant threat actors for FIFA 2026 are concentrated
within the Russia-aligned ecosystem, including
NoName057(16),  Killnet,  Anonymous  Sudan,
Storm-1679, Storm-1099, APT28, and Midnight
Blizzard. Secondary but relevant threats include
Iran-aligned hacktivist actors, alongside Chinese and
North Korean state-sponsored entities focused

primarily on espionage, intelligence collection, and

financial exploitation.




Parallels

Activity observed at recent mega-events maps closely to the financial-sector threats now surfacing
around FIFA 2026.

e 2022 FIFA World Cup (Qatar). Threat-intelligence reporting documented phishing campaigns
disguised as ticketing and streaming services that harvested payment-card details, banking
credentials, and identifying information for later exploitation.

e Paris 2024 Olympics. Research into cyber risks identified financially motivated cyber crime
targeting hospitality, transportation, telecommunications, and sponsorship ecosystems as
one of the most likely and persistent threats during the event period. Storm-1679 ran the
fabricated "Olympics Has Fallen” disinformation campaign during the same Games.

e Milano-Cortina 2026 Winter Olympics. NoName057(16) ran DDoS campaigns against Italian
officials, accommodation and hotel infrastructure, and public-administration domains, with
peak activity coinciding with the opening ceremony.

® Olympic-related history. APT28 (Fancy Bear] has historically targeted Olympic-related
organizations through phishing, credential theft, and strategic information disclosure;
Midnight Blizzard has targeted diplomatic and governmental entities around major
international events; the Matryoshka influence network has impersonated legitimate news
outlets during Olympic-related campaigns.
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EXPOSURE MANAGEMENT

Closing

Across crypto-themed scams, payment
fraud, BEC, AML risk, and the broader
hacktivist and state-linked threat
landscape, the pattern around the FIFA
World Cup 2026 is consistent with prior
international sporting events:
adversaries adapt their tactics to
exploit the heightened pressure,
connectivity, and trust that surround
the tournament. Financial institutions,
payment providers, fintech platforms,
and cryptocurrency services positioned
along the event’s transaction flow are
repeatedly targeted with similar
techniques in rapid succession.

The cases documented in this report
serve as both cautionary examples and
strategic signals. Sustained vigilance
through the end of the tournament,
fraud-monitoring and AML capacity
calibrated to the surge, and trusted
information-sharing channels across
private organizations and public-sector
authorities are the conditions under
which the financial sector enters the
tournament with measured risk rather
than accumulating exposure.

FIFA World Cup 2026 Cyber Threat Report 22



-
@
pra
@
-
-
O
e
e
-

TRANSPORTATION & HOSPITALITY



Key Findings






Operational pressure and near-zero tolerance for downtime

Expanded digital footprint and converged attack surface



Third-party and supply-chain dependency

Brand visibility as a targeting driver




Observed Threats
Around the World Cup

Recent cyber incidents across the global transportation and hospitality sector reveal a clear escalation
in threat activity in the lead-up to high-profile sporting events. These incidents demonstrate how
threat actors deliberately exploit event-specific conditions such as heightened scrutiny, operational
pressure, and public trust to maximize impact. Airlines, airports, hotels, and transit networks
represent foundational infrastructure for the FIFA World Cup, and the cases examined here illustrate
how adversaries increasingly target this ecosystem not only to disrupt operations, but also to
undermine confidence, extract leverage, and generate strategic influence.
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Hacktivist extortion and psychological pressure on airlines

In late 2025, the Scattered LAPSUS$ Hunters (SLSH), a data extortion group combining members and
tactics associated with Scattered Spider, LAPSUS$, and ShinyHunters, targeted Qantas Airways, one
of the world’s largest international airlines. SLSH claimed unauthorized access to Qantas’'s network
following a socially engineered intrusion and proceeded to exfiltrate sensitive data, including an
estimated 5-6 million customer records. After ransom demands went unanswered, the group
escalated the campaign by leaking approximately 153 GB of internal data on dark web platforms,
exposing passenger names, contact information, and frequent flyer details. The extortion effort was
reinforced through sustained psychological pressure, with SLSH publicly broadcasting Qantas's name
across multiple channels and imposing a visible countdown deadline intended to coerce executive
decision making under reputational and time based duress.

Available reporting indicates that SLSH's initial access relied on advanced social engineering and
identity based techniques, rather than malware deployment. The group has a documented history of
impersonating IT personnel during convincing voice phishing (vishing) calls, exploiting MFA push
fatigue by overwhelming targets with authentication requests, and conducting SIM swapping to
intercept mobile authentication codes. In the Qantas case, no zero day exploits or obvious malware
artifacts were identified. Instead, the attackers likely manipulated a service provider or trusted
employee into approving fraudulent access, enabling entry without triggering traditional antivirus or
intrusion detection systems. This credentials based approach left limited forensic evidence,
complicating detection and response. Initial containment reportedly depended on identifying
anomalous login behavior, such as unusual access times or previously unseen devices, rather than
signature based alerts.

A comparable breach affecting a major airline during a global tournament would carry immediate
operational and reputational consequences. Disruption to airline systems at peak travel periods could
delay flights, strand thousands of fans, and impede the movement of teams, officials, and staff en
route to matches. As illustrated by the Qantas incident, a single airline compromise can rapidly
cascade into broader travel disruption, potentially requiring host governments and FIFA to activate
contingency transport measures under intense public scrutiny. Beyond logistics, the reputational
impact would be acute. A public airline breach during the World Cup would amplify concerns around
travel safety and tournament resilience on a global stage, increasing pressure on organizers to visibly
demonstrate control over World Cup operations and passenger security.
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Ransomware disruption targeting airport infrastructure

On January 30, 2026, the Qilin ransomware-as-a-service (RaaS) group launched a ransomware attack
against Tulsa International Airport in Oklahoma, United States. Qilin, also tracked as Agenda, rose to
prominence in 2025 by recruiting affiliates displaced by disruptions to larger RaaS programs. Known
for double-extortion tactics, Qilin affiliates typically penetrate networks through unpatched
Internet-facing systems or stolen credentials, then deploy custom ransomware to encrypt critical data
while exfiltrating sensitive files for leverage. In Tulsa’s case, the attackers infiltrated the airport’'s IT
network, possibly via an unpatched system or a compromised remote-access account, and encrypted
operational files relied upon for day-to-day activities. A ransom demand was subsequently issued in
cryptocurrency under threat of data exposure and continued service disruption.

Ransomware deployment began rapidly once Qilin’s affiliate established a foothold. The malware likely
spread quickly across Windows systems, given Qilin’s known use of cross-platform, Golang-based
payloads, potentially appendmg a umque file extension to encrypted files. Previous Qilin variants have
used extensions such as “.qilin” or ".agenda” as loCs. While the precise initial access vector remains
undisclosed, industry reporting in the first quarter of 2026 identified active exploitation of several
network-device vulnerabilities that could align with this incident, including attacks against
network-management platforms such as BeyondTrust and Cisco SD-WAN controllers. Qilin affiliates
have also been observed exploiting common weaknesses such as exposed RDP services and
misconfigured VPNs, often leaving behind loCs including anomalous user accounts or suspicious new
services established for persistence.

Swift containment by Tulsa’s operations team limited immediate damage, allowing flights to continue
without impact to aviation safety systems. Portions of the airport’s business network, likely including
administrative, scheduling, or baggage-handling subsystems, were taken offline or shifted to manual
operations during incident response. This represents a best-case outcome in a worst-case scenario.

If @ major host city airport were disrupted by ransomware during the tournament, the operational
impact would extend well beyond the affected facility. Tens of thousands of fans, along with team staff
and officials, could face delays or cancellations while traveling to scheduled matches. Such an
incident would likely require coordinated intervention by local authorities and tournament organizers,
including emergency ground transport measures or, in extreme cases, schedule adjustments to
preserve match attendance. The public spectacle of a major aviation hub operating under duress
during the World Cup would carry substantial reputational risk, intensifying scrutiny on FIFA and host
governments to maintain operational stability under pressure.
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Ransomware and data extortion in global hospitality chains

In late January 2026, the Clop ransomware group (a seasoned Russia-linked criminal operation active
since 2019) claimed a breach of Hilton Worldwide Holdings. Hilton, with thousands of properties
globally, plays a critical role in large-scale event accommodation, including likely official lodging for
World Cup teams and fans. On January 25, 2026, Clop added Hilton.com to its dark-web leak site,
implying that the group had infiltrated Hilton’s network, exfiltrated sensitive data, and potentially
encrypted systems. The post accused Hilton of inadequate security practices and threatened public
release of stolen data if negotiations were not initiated. This approach reflects Clop’s established
double-extortion playbook, which typically involves stealing large volumes of confidential data prior to,
or even instead of, deploying ransomware.

Clop is notorious for exploiting newly disclosed or zero-day vulnerabilities in enterprise software to
gain initial access at scale. Although Hilton has not publicly disclosed technical details of the
intrusion, analysts noted contemporaneous exploitation of vulnerabilities in widely deployed
infrastructure components, such as F5 BIG-IP devices, as a possible contributing factor. Indicators
associated with Clop activity may include the appearance of a victim listing on the group’s Tor-based
leak site, signs of large-scale data staging or exfiltration, and, if ransomware was deployed, detection
of known Clop binary patterns by advanced endpoint-detection tools. In this case, Clop appeared to
prioritize data theft and leverage rather than immediate operational disruption, as guest-facing
systems were reported to remain functional and the organization publicly downplayed the impact.
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Hacktivist disruption and multi-vector attacks on event infrastructure

During the Milano-Cortina 2026 Winter Olympics in Italy, multiple pro-Russian hacktivist groups,
including the KillNet-affiliated NoName057(16) and a cluster tracked as Storm-1679, conducted a
coordinated campaign of cyber disruption. NoName057(16), known for high-visibility distributed
denial-of-service attacks against European targets, directed traffic floods at Olympic-related
hospitality and transit services. In parallel, Italian authorities disrupted a suspected attempt to
compromise critical infrastructure in the days preceding the Opening Ceremony. As the Games
commenced, ltaly's transport network experienced physical sabotage, with unknown actors damaging
railway signaling infrastructure, resulting in widespread high-speed train delays across northern Italy.
The temporal alignment of these cyber and physical actions maximized confusion and media
attention.

NoName057(16) and affiliated actors relied primarily on established DDoS techniques, coordinating
botnets and volunteer participants through Telegram to overwhelm Olympic-related websites and
services, including ticketing platforms, hotel booking systems, and transport information portals. loCs
included surges of traffic originating from compromised routers and Internet of Things devices, as
well as the publication of target availability data on public monitoring platforms used by attackers to
showcase impact. The thwarted pre-Opening infiltration suggests the potential use of custom
malware or exploits targeting critical systems, possibly including industrial-control environments,
although details remain undisclosed. The rail sabotage constituted a physical breach rather than a
cyber intrusion, underscoring that infrastructure resilience depends on both digital and physical
security controls.

In a World Cup scenario, a coordinated hacktivist campaign combining cyber disruption with physical
interference in transportation or venue adjacent systems could paralyze host city mobility on match
days. Such disruption would directly impede fan access to stadiums, elevate public safety concerns,
and strain emergency response resources. The resulting impact could compel tournament officials
and local authorities to delay matches or reroute large crowds to preserve safety and continuity. Visibly
disrupted transport networks and defaced event related services would project a negative global
image, requiring FIFA and host nations to publicly reaffirm control over World Cup security and
operations in real time.
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Impact
and Risk



Treat the pre-event period as an elevated threat phase

Financial exposure in such events can escalate rapidly, encompassing lost revenue,
remediation costs, litigation, and extortion demands that, in similar cases, have reached
eight-figure sums.

Defend identity, access, and trust as primary attack surfaces

Recent incidents repeatedly demonstrate that attackers favor identity abuse over technical
exploitation. Phishing, vishing, impersonation, and credential misuse remain the most reliable
intrusion paths across airlines, airports, and hospitality providers. Organizations should treat
identity protection as a mission-critical control by enforcing phishing-resistant authentication
for event-relevant systems, monitoring continuously for exposed or reused credentials, and
preparing staff for social-engineering scenarios that exploit the urgency and complexity of
global events. Trusted access paths, particularly those involving partners and vendors, require
the same level of scrutiny as internal systems.

Plan for disruption and prioritize operational resilience

Given the near-zero tolerance for downtime during the World Cup, resilience is as important
as prevention. Organizations should operate under the assumption that some level of cyber
disruption will occur and focus on limiting operational and reputational impact. Segmented
networks, regularly tested offline backups, mature DDoS mitigation, and clearly defined
incident-command structures are essential to maintaining continuity. Preparedness exercises
should reflect real-world event conditions, including blended scenarios where cyber incidents
coincide with physical disruption, reputational pressure, or public scrutiny, in order to reduce
decision friction during live response.

Coordinate defense across the broader event ecosystem

Transportation and hospitality operations during the World Cup are deeply interconnected
across organizations, jurisdictions, and service providers. Threat campaigns frequently exploit
these seams by targeting multiple entities simultaneously or pivoting through third-party
vendors. Effective defense depends on proactive coordination between private organizations,
public-sector authorities, and event stakeholders. Establishing trusted information-sharing
relationships, clear escalation paths, and shared situational awareness before the event
begins is critical to avoiding fragmented responses when coordinated activity emerges.

Actively protect brand integrity and public confidence

During global events, transportation and hospitality brands function as trust anchors and are
routinely exploited through impersonation, fraud, and disinformation. Protecting brand integrity is
iInseparable from operational security. Organizations should actively monitor for fraudulent
domains, fake applications, and unauthorized use of brand assets, and be prepared to act quickly
through takedowns and coordinated communication. Pre-approved messaging strategies and
alignment between security, legal, and communications teams enable rapid counter-narratives
and help preserve public confidence when false claims or scams surface at scale.




The following incidents illustrate how the threat patterns described above have materialized across
transportation and hospitality organizations in the months leading up to the FIFA World Cup 2026.
These cases highlight the operational, reputational, and systemic risks posed by ransomware, data
extortion, and third-party compromise, particularly when timed to exploit periods of heightened
scrutiny and demand.
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Sheraton - worldleaks (March 2026)

In March 2026, the worldleaks extortion group carried out a ransomware attack against a large U.S.
Sheraton hotel property, marking another example of financially motivated actors targeting globally
recognized hospitality brands. The incident surfaced when worldleaks added the Sheraton parent
network to its dark-web leak site, signaling both encryption activity and potential data theft. While
business-continuity measures prevented widespread guest-facing outages, the incident created
immediate concern around reservation systems, loyalty data, and internal operations.

Preliminary forensic findings suggested exploitation of a vulnerability in perimeter infrastructure as
the most likely intrusion vector. At the time of the incident, security vendors were actively warning of
exploitation attempts against a newly disclosed F5 BIG-IP remote code execution vulnerability, a
technology commonly deployed across hotel and enterprise networks. Whether through this flaw or a
similar edge-system weakness, the attack underscores a recurring hospitality risk: compromise of
externally exposed infrastructure leading to rapid escalation into ransomware and data-extortion
scenarios.

Within a World Cup environment, a ransomware incident affecting a major hotel chain such as
Sheraton, particularly properties accommodating fans, teams, or officials, would create immediate
logistical and safety challenges. Service outages or forced evacuations could displace thousands of
guests during peak tournament demand, requiring host city authorities and event partners to
coordinate alternative accommodations at short notice. Beyond the operational burden, such an
incident would attract intense global attention during the competition, undermining confidence in
event planning and placing pressure on FIFA and local organizers to demonstrate that the World Cup'’s
hospitality infrastructure remains secure and effectively managed.
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Wynn Resorts - ShinyHunters (February 2026)

Arelated pattern emerged in February 2026 when ShinyHunters targeted Wynn Resorts, a global hotel
and casino operator. Unlike traditional ransomware campaigns, this intrusion focused primarily on
data exfiltration rather than system encryption. Wynn disclosed that employee records were
compromised following ShinyHunters™ public extortion claim, while guest-facing systems remained
operational. This tactic reflects a broader shift toward data-centric extortion, where threat actors
monetize breaches through blackmail or resale of sensitive information without triggering obvious
operational failures.

During a World Cup, a data extortion incident involving a prominent hospitality operator such as Wynn
Resorts would introduce reputational and confidence risks even in the absence of operational outages.
Disclosure of a breach affecting employee, guest, or VIP adjacent data during the tournament could
heighten concern around personal data security among fans and stakeholders. While matches would
proceed, the incident would divert attention from the sporting event itself and compel FIFA and host
authorities to publicly address cybersecurity assurances, reinforcing the importance of robust data
protection across tournament linked hospitality partners.
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Vietnam Airlines - Qilin (January 2026)

In January 2026, the Qilin (Agenda) ransomware group targeted Vietnam Airlines, reinforcing the
transportation sector’s exposure to extortion campaigns that exploit the criticality of air travel. The
attack involved encryption of administrative systems and the appearance of a corresponding leak-site
entry, indicating concurrent data exfiltration. While flight safety was preserved through contingency
procedures, even partial disruption to airline IT systems can have cascading effects across booking,
scheduling, and partner integrations.

Threat intelligence from the same period pointed to active exploitation of vulnerabilities in remote
access and network-management platforms, including flaws affecting BeyondTrust Remote Support
and Cisco SD-WAN infrastructure. Airlines” reliance on these tools to manage globally distributed
operations makes them attractive entry points for ransomware operators seeking privileged access
with minimal friction.

In a global event dependent on tightly coordinated international travel, a ransomware attack
disrupting a major airline would create immediate downstream effects for World Cup logistics. Fans,
officials, and potentially team delegations could experience mass cancellations and missed
connections, forcing organizers and host governments to activate contingency transport plans under
significant time pressure. The cascading disruption would place added strain on tournament
scheduling and public messaging, requiring FIFA and host nations to maintain confidence and
continuity amid visible travel disruption during the competition.

Ld
& check PoINT

EXPOSURE MANAGEMENT FIFA World Cup 2026 Cyber Threat Report 38



Eurail - 1.3 TB data breach (February 2026)

In February 2026, Eurail, the consortium behind Interrail and Eurail travel passes, disclosed a massive
data breach involving the exfiltration of approximately 1.3 terabytes of traveler information. The stolen
dataset reportedly contained personal and travel details for millions of customers across Europe,
making it one of the largest transportation-sector breaches in recent years. Although no threat group
publicly claimed responsibility, the data quickly appeared for sale on underground forums, indicating
financially motivated actors.

Investigators attributed the breach to an unpatched vulnerability in third-party software supporting
Eurail's online booking infrastructure, enabling sustained unauthorized access. The scale and
duration of data extraction suggest the attackers maintained persistence for an extended period, likely
bypassing standard detection controls. Beyond immediate regulatory consequences, including GDPR
investigations and potential fines, the breach introduced significant second-order risks. Exposed
travelers may now be targeted with highly tailored phishing and fraud campaigns that leverage real
itinerary and payment data, a particularly acute concern for individuals planning World Cup travel.

For a multi host World Cup spanning numerous cities and borders, a large scale travel data breach
such as the Eurail incident would undermine both fan mobility and trust. Exposure of itinerary and
identity data could fuel targeted fraud campaigns against attendees during the tournament,
prompting authorities and FIFA to issue urgent advisories and reinforce verification processes at
transit hubs. While match operations would continue, a high profile travel data compromise during the
World Cup would erode confidence in the event's cybersecurity environment and reflect negatively on
the perceived security oversight supporting tournament travel infrastructure.
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Recurring patterns across the sector

Taken together, these incidents and numerous additional cases observed over the past year reveal
several recurring threat patterns shaping the transportation and hospitality cyber-risk landscape
ahead of the World Cup:

Continued dominance of ransomware and extortion targeting globally recognized travel and
hospitality brands, with established groups [Clop, LockBit, Qilin) and newer entrants
(worldleaks) using double-extortion tactics to maximize pressure.

Active exploitation of edge infrastructure and administrative platforms (VPN gateways, load
balancers, identity providers, and remote support tools) as preferred intrusion vectors, with
newly disclosed vulnerabilities driving industry-wide targeting.

Convergence of data theft and operational disruption within single attack campaigns, extending
the lifecycle of an incident from days into months of downstream regulatory, legal, and
reputational exposure.

Persistent hacktivist DDoS campaigns timed to geopolitical flashpoints and moments of
maximum visibility, with cumulative impact even when individual attacks are mitigated.

Exploitation of third-party and supply-chain weaknesses, such as booking platforms, payment
processors, loyalty programs, and shared service providers, to access larger datasets or
cascade impact across multiple organizations.
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Across multiple World Cups and Olympic Games, fan-targeted phishing, impersonation, and fraud
campaigns have remained one of the most consistent threat patterns. These schemes exploit surging
demand for tickets, travel, accommodations, and event access by leveraging urgency and trust in
official branding. The campaigns follow a repeatable model: threat actors rapidly clone legitimate
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Historical

Parallels

Past World Cups and Olympic Games provide clear historical precedent for many of the threat patterns
observed today. The incidents below illustrate how cyber adversaries have repeatedly exploited large-scale
sporting events to target transportation, hospitality, and event-support ecosystems. Many of the risks
facing the FIFA World Cup 2026 are evolutions of behaviors seen at previous mega-events, alongside a
smaller number of genuinely new and escalating tactics.

Brazil 2014 - Operation Hacking Cup

During the June 2014 FIFA World Cup in Brazil, the hacktivist collective Anonymous launched a coordinated
campaign known as Operation Hacking Cup (OpHackingCup). Framed as political protest, the campaign
relied heavily on distributed denial-of-service attacks and website defacements aimed at World Cup-related
digital infrastructure. Targets included the official tournament website, Brazilian government and
law-enforcement portals, and high-profile corporate sponsors such as Emirates Airline and Hyundai.

Although core transportation and hospitality systems were not directly taken offline, the campaign
demonstrated a recurring mega-event tactic that continues today: using DDoS attacks and public-facing
disruptions to embarrass host nations and their corporate partners during moments of peak visibility.
Anonymous amplified the campaign by leaking stolen credentials from Brazilian federal police systems,
reinforcing its ability to penetrate sensitive environments even when the primary activity was
disruptive rather than destructive.
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PyeongChang 2018 - Olympic Destroyer

A significant escalation in event-related cyber activity occurred during the opening ceremony of the
PyeongChang Winter Olympics on February 9, 2018, when a destructive malware strain later dubbed
Olympic Destroyer was deployed against Olympic IT infrastructure. The attack caused widespread outages
across internal networks and public-facing systems, including the official Olympics website, ticketing
platforms, and stadium Wi-Fi services. Thousands of spectators were unable to print tickets, resulting in
empty seats and operational disruption at a critical moment.

Widely attributed to Russia’'s GRU (Sandworm), Olympic Destroyer marked a departure from earlier
hacktivist-style attacks. The malware combined worm-Like propagation with wiper functionality disguised as
ransomware, enabling rapid spread while complicating attribution. It relied on stolen credentials obtained
earlier through targeted phishing of Olympic staff and leveraged legitimate Windows administration tools
such as PsExec and WMI for lateral movement. The inclusion of deliberate false flags to mislead forensic
analysis further distinguished this incident from prior event-related threats.

Qatar 2022 - BlackTech telecom intrusion

Approximately six months before the 2022 FIFA World Cup in Qatar, a China-linked advanced persistent
threat group known as BlackTech conducted a covert intrusion into Qatar's primary telecommunications
provider supporting World Cup operations. Rather than targeting visible event systems, the attackers
compromised a configuration management database used to manage routers and network devices critical
to broadcasting, communications, and vendor connectivity.

BlackTech deployed a sophisticated rootkit that granted persistent access to network infrastructure and
allowed manipulation of router configurations. Evidence later revealed that the attackers altered DNS
settings to redirect systems toward malicious updates, enabling downstream compromise of vendor
environments. The intrusion remained undetected throughout the tournament and was uncovered only
during post-event audits. While no disruption occurred, the incident represents a near-miss with severe
implications, prepositioning the actor within the backbone of World Cup communications with the ability to
disrupt broadcasts, ticketing systems, or public-safety communications at will.
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Closing

Across all of these patterns, a common
strategic theme emerges. Threat actors
deliberately adapt their tactics to exploit the
heightened pressure, connectivity, and trust
that surround major international events.
Transportation and hospitality organizations,
by virtue of their operational centrality to the
World Cup, are repeatedly targeted with
similar techniques in rapid succession
whether through coordinated vulnerability
exploitation, concurrent extortion campaigns,
or blended disruption efforts.

As the countdown to the FIFA World Cup 2026
continues, the cases in this report serve as
both cautionary examples and strategic
signals. Without robust preventive controls,
rehearsed incident-response planning, and
close collaboration with  public-sector
security and transportation authorities,
organizations across the transportation and
hospitality sector risk facing crises that
compromise traveler safety, disrupt event
logistics, and erode public confidence at a
moment when global scrutiny is at its peak.

Ld
& check POINT

EXPOSURE MANAGEMENT

FIFA World Cup 2026 Cyber Threat Report

46



GAMBLING SECTOR




why Is the Gambling

Sector at High Risk







Observed Threats
Around the FIFA
World Cup 2026

This section is organized around the four threat clusters that the evidence base supports.

Brand impersonation and lookalike domain infrastructure

Pre-tournament registration acceleration

Monthly registrations of lookalike-domains volume within the sample rises sharply in the final
pre-tournament window. April 2026 registrations totaled 21.9 percent of the annual sample in a single

month, eight weeks before kickoff. March 2026 and April 2026 together represent 34 percent of the
12-month sample.

Figure 15. Sportsbook brand lookalike domain registrations by month, May 2025 - May 2026. The April 2026 peak of 166 domains is the
largest monthly volume in the observation period and sits approximately eight weeks before the June 11, 2026 opening match. .
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Registrar and TLD concentration

Dynadot accounts for 37.5 percent of the sample. The remaining registrar tail -Spaceship 5.9 percent,
Dnsgulf 5.8 percent, Namecheap 4.2 percent, NameSilo 3.8 percent -represents smaller actors
operating outside the main impersonation infrastructure. It is interesting to also note that there are
three Singapore-registered registrars which make up 12.7% of the sample. (NameMart Pte. Ltd.,
Dnsgulf Pte. Ltd. and Gname.com Pte. Ltd.]

Figure 16. Domain registrar concentration across the 758-domain sample. Dynadot dominates at 37.5 percent.

TLD distribution shows .com leading at 41.6 percent, driven primarily by the April 2026 broader actor cluster,
and .top at 28.4 percent. The .top concentration is particularly notable because .top is a phishing-favored
generic TLD with consistently low abuse-response thresholds and registration costs.

Figure 17. TLD distribution across the 758-domain sample. The .com TLD leads in absolute volume, but .top stands out at 215 domains.
The .online TLD, also phishing-favored, appears at 11 domains.
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Weaponization indicators

8.6 percent of sample domains have MX records configured. Domains without MX records cannot
receive email and are typically used only for redirect or landing-page lures. Domains with MX records
can receive password-reset and confirmation emails redirected from victim accounts, host
attacker-controlled mailboxes for impersonation reply-paths, and deliver follow-on phishing from
brand-lookalike addresses.

Staged but undeployed infrastructure

A subset of domains in the sample have no detectable FIFA reference in their crawled landing pages
but carry sportsbook brand strings and registration patterns consistent with the broader
infrastructure. Manual spot-check identified placeholder titles ("Hello World", “Website is ready”),
Cloudflare error pages (525, 520], and generic gambling themes without explicit WC mention. This is
consistent with the established pattern of registering and validating infrastructure weeks in advance,
then deploying themed content closer to event milestones.

Ld
& check PoINT

EXPOSURE MANAGEMENT FIFA World Cup 2026 Cyber Threat Report 52



Affiliate and paid-search abuse

The gambling sector’s affiliate ecosystem is its most structurally vulnerable customer-acquisition
channel. Affiliates are paid on conversion. The result, observable across multiple regulated markets,
Is a surge in malicious affiliate activity in tournament windows.

Public CTI vendor publications cataloging World Cup 2026 phishing patterns (three independent
vendors have published between March and May 2026) confirm the persistence of four
affiliate-adjacent patterns:

® Brand-bidding fraud. Affiliates bid paid-search ads on the operator’'s own brand terms,
often in violation of contract, redirecting traffic the operator would have acquired
organically.

e Cloaked redirects. Affiliates route regulated-market traffic to offshore unregulated
operators through a cloaked redirect that shows a compliant landing page to search
crawlers and an unlicensed casino to the bettor.

® [nfluencer impersonation. Accounts impersonating sports influencers, ex-players, and
tipsters promote referral codes for unregulated operators on TikTok, Instagram, and
Telegram.

e Traffic laundering. Affiliates funnel traffic acquired through prohibited channels (banned
ad networks, malware-adjacent placements, hijacked sports-streaming overlays] into
legitimate operator funnels, creating regulatory exposure for the operator who accepts the
conversion.

Ld
& check PoINT

EXPOSURE MANAGEMENT FIFA World Cup 2026 Cyber Threat Report 53









Impact and Risk

® US state regulators

e Ontario’s iGaming regulator (AGCO)

e Mexico's SEGOB

® The UK Gambling Commission and Malta Gaming Authority



Historical

Parallels
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Documented incidents at recent tournaments

Event window Incident pattern

FIFA WC Qatar 2022 (Nov-Dec 2022)

Surge in gambling-themed phishing pages
mimicking major European and Asian books, with
cloned bonus pages using FIFA marks without
authorization.

UEFA Euro 2024 (Jun-Jul 2024)

Sustained Layer 7 DDoS against multiple
European sportsbooks during quarter-final and
semi-final kickoffs.

Euro 2024

Affiliate-compliance pressure from the UK
Gambling Commission and Germany’'s GGL on
UK and German gambling operators during 2024,
including against brand-bidding behavior.

Super Bowl LVIII (Feb 2024)

Reported uptick in sportsbook-themed mobile
applications surfacing on Google Play and the
App Store in the week of Super Bowl LVIII.

Super Bowl LIX (Feb 2025)

Coordinated paid-search campaign by
unregulated operators targeting US state-licensed
brand terms, observed across Google and Bing
during game week.

Table 1. Documented gambling-sector cyber incidents at recent major sporting events. Sources cited inline.
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Patterns by event

Event

Notable gambling-sector pattern

Relevance to 2026

FIFAWC Russia
2018

This WC saw a large-scale
gambling-themed phishing localized
into multiple languages.
Russian-language criminal forums
openly traded phishing kits keyed to
the tournament.

Established the language-localized
phishing pattern that will scale to
Spanish, English, and Arabic at WC
2026.

FIFA WC Qatar
2022

Substantial lookalike-domain activity
documented. Significant
unregulated-operator activity in MENA
targeting fans without local licensed
alternatives.

Direct precedent for 2026 baseline
projections.

UEFA Euro 2020

Pandemic-era - large shift of betting

Mobile-app impersonation pattern

(held 2021) volume into mobile and online matured during this window.
channels, with corresponding spike in
bot-driven abuse of sportsbook apps.
Super Bowl US market at Direct precedent for NA host-region
LVIIT-LIX scale.Unregulated-operator threats.
(2024-2025) paid-search attacks on US
state-licensed brand terms.
Paris Olympics Less betting-centric, but produceda Establishes ceiling for
2024 large- scalebrand-impersonation sponsor-themed impersonation at a

campaigns against an event sponsor
portfolio.

multi-week global event.

ICC Cricket WC
2023

Significant unregulated activity in
South Asia; Telegram-based
fake-operator networks observed
promoting illicit-betting.

The structural conditions that
produced the ICC 2023
illegal-operator surge are all
present across LATAM, making a
similar Spanish- and
Portuguese-language pattern likely
during WC 2026.

Table 2. Notable gambling-sector patterns at prior global sporting events, with their relevance as precedents for World Cup 2026.
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Brand-monitoring posture should be live now

The data shows that 34 percent of annual brand-impersonation registration volume falls in the
March-April 2026 window. By May 22, 2026, the bulk of the pre-tournament infrastructure has already
been registered. Takedown workflows for lookalike domains, fake apps, and impersonated social accounts
must be tested, staffed, and at agreed SLAs before the activation of staged content begins, which is
expected in the 30 days before June 11, 2026.

Affiliate vetting must tighten before the window opens

Audit the affiliate roster. Document brand-bidding policies and enforce them. Affiliates that breach
standards during the tournament window will damage the brand and the regulator relationship at the
same time.

Customer-communication templates should be pre-built and pre-approved

Templates covering the likely incident types such as fake app, fake landing page, impersonated influencer,
fake bonus claim should be drafted, legal-reviewed, and queued in CRM systems before the activation
window opens.

Plan for the post-tournament tail

The dispute, chargeback, and complaint workload following the July 19, 2026 final will run through August.
Staffing, communications posture, and senior-leadership availability should be planned accordingly.
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Closing

Three weeks from kickoff, the brand-impersonation
infrastructure targeting the gambling sector at FIFA
World Cup 2026 is already built, staged, and partially
activated. Two distinct actor profiles are operating in
parallel mobile-app impersonation which has
surged to roughly 60 times the non-tournament
baseline. Telegram-based tipster and bonus-abuse
operations are already live. The underground forum
economy has not yet branded its fraud kits to the
tournament:; the evidence base is consistent with
that branding usually observed to arrive in the final
fortnight, after the staged infrastructure activates.
Customer-facing and marketing teams have a
short, measurable runway.
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FINANCIAL
SECTOR

The primary risk is the convergence of consumer fraud (CNP, scams), business payment
compromise (BEC), and AML exposure within high-volume, cross-border transaction flows.
Event-driven urgency and unfamiliar vendors reduce verification rigor, while weak email
authentication across parts of the ecosystem increases exposure to payment redirection

attacks. At the same time, crypto-related scams and illicit financial activity are scaling
alongside fan engagement and cross-border movement.

Key recommendations:

Tighten payment verification controls for vendor, sponsorship, and procurement flows.

Enforce strong email authentication (DMARC) across partner ecosystems to reduce
spoofing and impersonation risk.

Calibrate fraud and AML monitoring thresholds for expected transaction spikes and
atypical patterns tied to event activity.

Pre-align escalation paths for fraud, AML, and law enforcement coordination to reduce
response delays during peak periods.




This sector faces a combination of ransomware, identity-based
intrusion, DDoS disruption, and large-scale brand impersonation,
all targeting systems with minimal tolerance for failure. Identity
abuse- phishing, vishing, MFA fatigue remains the most effective
entry vector, while third-party dependencies increase the
likelihood of cascading impact. Fan-facing fraud campaigns are
scaling rapidly, directly exploiting trusted airline and hotel brands.

Key recommendations:

Prioritize identity security (phishing-resistant MFA,
credential monitoring, employee readiness against
social engineering].

Prepare for operational disruption, not just prevention,
including tested backups, segmentation, and incident
command readiness.

Harden exposed infrastructure and third-party access
points, particularly remote access and edge systems.

Actively monitor and disrupt brand impersonation
(fraudulent domains, apps, and booking platforms) to
limit downstream customer impact.
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GAMBLING
SECTOR

The main risk is pre-staged fraud infrastructure, including lookalike
domains, fake apps, and affiliate abuse, actively positioned to intercept
customers during peak betting activity. Regulatory complexity, especially
across US state markets, creates exploitable gaps that unregulated
operators and fraud actors are already leveraging. These risks directly
intersect with customer acquisition channels, increasing both fraud
exposure and regulatory scrutiny.

Key recommendations for Organizations:

Activate real-time brand monitoring and takedown workflows
for domains, apps, and impersonated social accounts.

Tighten affiliate governance and enforcement, particularly
around brand bidding, redirects, and third-party traffic sources.

Pre-build customer communication templates (fraud alerts,
fake apps, impersonation warnings) for rapid deployment.

Plan for post-event fraud and dispute volume, including
staffing and escalation capacity beyond the tournament window.
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FAN SAFETY CARD
FIFA World Cup 2026: Stay Safe Online

The tournament will draw millions of fans across sixteen host cities in the United States, Canada, and
Mexico, plus billions following online. As kickoff approaches, scammers, fraudsters, and threat actors are
already in position. This page is a short, practical guide for fans on how to enjoy the tournament without
losing money, data, or peace of mind.

Security teams at FIFA partners, host city institutions, and sector operators are welcome to reuse this content in their own customer communications.

“You've won FIFA tickets” emails are nearly always phishing. The
official FIFA ticket portal is the only sanctioned channel for
tournament tickets.

¢ Verify the sender domain on any email claiming to be from FIFA,
Visa, Adidas, Coca Cola, Hyundai, or another tournament partner
before clicking. Several partner domains lack strict anti spoofing
controls.

Use credit cards over debit cards or wire transfers for tournament
related purchases. Chargeback rights are your strongest protection.

Be skeptical of “exclusive investment opportunities” tied to the
tournament. Legitimate sponsors do not pitch retail crypto.

1. Money, Tickets & Crypto 2. Travel & Accommodation

e FIFA has not launched an official cryptocurrency. Treat any “FIFA e Book accommodation through On Location [(FIFAs named
token” or “$WORLDCUP coin” as opportunistic at best, and likely hospitality partner) or directly with the hotel chain. Avoid unfamiliar
fraudulent. aggregator sites.

Run a quick WHOIS or trust score check on any booking site before
payment. A domain registered in the last ninety days is a red flag.

Enable two factor authentication on hotel loyalty accounts. Several
major hospitality brands were breached in the months leading up to
the tournament.

Do not post photos of boarding passes, tickets, or QR codes on
social media. Barcodes can be cloned.

Avoid public Wi Fi for payment or account activity while travelling.
Use cellular data or a trusted VPN.

3. Betting & Gambling 4

e FIFA has no official betting partner. Anyone presenting odds as
“official FIFA sanctioned” is misrepresenting.

e Stick to operators licensed in your jurisdiction: state licensed in the
US, provincially licensed in Canada, UKGC licensed in the UK,
nationally licensed in EU member states.

Download betting apps only from official app stores (Google Play, o
Apple App Store), and verify the developer name matches the
licensed operator.

“Guaranteed pick” Telegram channels charging subscription fees
are nearly always tipster scams. Legitimate operators do not sell
sure things.

e Use a unique, strong password on every sportsbook account.
Credential reuse is the most common path into gambling account
takeover.

. Across the Tournament

Update your phone and key apps before travel. Most attacks rely on
unpatched software.

Treat unexpected QR codes with suspicion. Confirm legitimacy with
venue staff before scanning anything at hotels, restaurants, or
stadium entrances.

Be wary of “support our team” donation appeals on social media
around match dates. Many will be fundraising scams.

Carry a backup means of communication - a paper note with key
contacts and your accommodation address - in case your phone is
lost or compromised.

When in doubt, slow down. Pressure to act fast is a hallmark of
every type of fraud described in this report.

See something suspicious?
Report fraudulent sites, emails, apps, or social accounts

claiming a FIFA connection to FIFA and to your local
consumer protection authority. The faster fraudulent
infrastructure is reported, the faster it can be taken down.
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