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Key Findings

Adversary motives have shifted fundamentally. State-aligned actors no longer view cyber intrusions as discrete
intelligence-gathering exercises; they treat persistent access within U.S. networks as a latent strategic capability,
one that can be activated to disrupt, coerce, or shape outcomes during crises. These operations are often
multi-purpose, blending espionage, influence, and pre-positioning in the same campaign. They serve to erode
U.S. decision-making freedom, prepare the battlespace for future conflict, and impose strategic costs without the
escalatory risks of kinetic action.

Adversaries have rapidly evolved their operational methods to exploit structural weaknesses in U.S. networks and
infrastructure. Identity compromise has become the dominant entry point, allowing attackers to bypass
traditional perimeter defenses. Supply chain exploitation has emerged as one of the most dangerous trends,
enabling access to hundreds of targets simultaneously through a single compromised vendor. The digitization of
operational technology (OT), convergence with cloud services, and widespread use of artificial intelligence (Al)
tools have created vast new attack surfaces, and adversaries are already adapting their capabilities to exploit
them.

Threat actors also increasingly operate below the threshold of armed conflict, blending cyber espionage with
coercive or disruptive actions that fall short of war but still impose significant strategic consequences. The result
is a persistent operational tempo that traditional deterrence models, focused on preventing catastrophic, one-off
events, are ill-suited to counter.

One of the most significant findings of this assessment is the clear correlation between geopolitical tension and
offensive cyber operations. Analysis of incident data alongside the Caldara-lacoviello Geopolitical Risk Index
(GPR) shows that surges in geopolitical volatility consistently align with spikes in state-aligned cyber campaigns
(see Figure 1). When the GPR exceeds its long-term median by more than one standard deviation, cyber incidents
targeting U.S. government and critical infrastructure increase by 35-45% within the following quarter.

This pattern is not coincidental. Heightened geopolitical friction, such as major sanctions regimes, territorial
crises, or shifting alliance structures, creates strong incentives for states to use cyber capabilities as tools of
signaling, leverage, and escalation management. Campaigns in 2024 and 2025 followed this trend closely:
pre-positioning within U.S. power grid networks intensified during heightened U.S.-China competition,
ransomware operations against healthcare surged amid Middle East tensions, and supply chain compromises
spiked during NATO posture adjustments.




Adversaries have expanded their focus beyond federal agencies to the critical functions that underpin U.S.
national resilience. Sector-by-sector analysis reveals distinct targeting patterns:

Energy: Persistent infiltration efforts, such as Volt Typhoon's campaign against U.S. electric utilities, are laying the
groundwork for potential future disruption of grid operations.

Healthcare: Ransomware operations, exemplified by the 2024 ALPHV/BlackCat attack on Change Healthcare,
demonstrate the potential to disrupt essential services and compromise sensitive data at scale.

Water: Ideologically driven actors have targeted water treatment systems to manipulate safety controls and
undermine public confidence.

Government: Supply chain exploitation campaigns, such as the Clop MOVEit compromise, show the appeal of
upstream vectors for accessing sensitive federal data.

Transportation and Logistics: Disruptive attacks, like the 2024 LockBit ransomware incident against a major U.S.
port authority, reveal how adversaries seek to exploit economic interdependencies and create downstream
pressure.

These operations are not isolated events; they are part of a deliberate strategy to exploit the United States’
dependence on digital infrastructure and to hold critical services at risk as instruments of coercion and influence.

Looking forward to 2025-2030, several trends will shape the threat environment. Adversaries will increasingly
integrate Al into offensive operations, enabling automated reconnaissance, adaptive malware, and large-scale

social engineering. Supply chain weaponization will become even more central, with attacks on developer

toolchains and upstream dependencies expected to proliferate. The convergence of IT and OT will expand
adversaries’” ability to cause physical effects, while new strategic theaters, including satellite infrastructure,
undersea cables, and quantum-era cryptography, will emerge as focal points of competition.




Strategic Implications

Strategic Priorities

Adopt Identity-Centric Security:

Secure the Software Supply Chain:

Harden ICS and OT Environments:

Prepare for Al-Enabled Threats:

Integrate Deterrence and Resilience:

Cyber conflict is now an enduring feature of global
strategic competition. The United States faces
adversaries who are not only capable but determined,
leveraging cyber capabilities to shape crises, erode
national power, and challenge the foundations of
resilience. The response must be equally strategic. It

requires not only stronger technical defenses but also

deeper integration of cyber considerations into foreign
policy, defense planning, and national security
strategy. By investing in identity security, supply chain
integrity, operational resilience, and Al-enabled
defenses, and by preparing for an era in which cyber
operations shape geopolitical realities, the United
States can maintain its strategic advantage and
secure the digital foundations of its national power.
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1. Introduction

The period from 2024 to 2025 marks a turning point in the evolution of cyber conflict. What was once a peripheral domain
of espionage and opportunistic crime has matured into a central arena of geopolitical competition. Today, cyber
operations are woven directly into the strategic calculus of statecraft; shaping deterrence, influencing diplomacy, and
enabling coercive pressure without the overt use of force. The United States finds itself navigating an environment in
which adversaries view digital access not merely as a tool for intelligence collection, but as a persistent strategic
capability that can be weaponized for disruption, influence, or leverage at moments of geopolitical consequence.

This assessment examines adversary activity against U.S. government entities and critical infrastructure between
January 2024 and June 2025. It focuses on campaigns directed at federal agencies, state and local governments, and vital
national sectors such as energy, healthcare, water, transportation, and logistics. Drawing on incident investigations,
technical telemetry, and multi-source intelligence from public and private partners, the analysis explores how both
state-linked and non-state actors have evolved their tradecraft, why they prioritize particular targets over others, and how
their operations serve broader strategic aims. The result is a consolidated view of a threat landscape in transition; one
where cyber capabilities have become foundational to political competition and national power projection.
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2.2024-2025: A Pivotal Period in Cyber Operations

The current era is defined by several converging dynamics that collectively raise the stakes of cyber conflict.

First, adversary intent has shifted. Whereas past campaigns often prioritized opportunistic data theft or disruptive
one-off actions, contemporary operations pursue multi-dimensional objectives: collecting intelligence, shaping
decision-making, preparing the environment for future crises, and signaling geopolitical intent, often within the same
campaign. Persistent access within U.S. networks is now treated as a strategic asset, offering adversaries latent options
they can exercise at times of their choosing.

Second, operational tradecraft has matured significantly. Threat actors now blend traditional espionage with disruption,
coercion, and psychological operations, often operating below the threshold of armed conflict. Rapid exploitation of
zero-day vulnerabilities, abuse of identity infrastructure, and exploitation of software supply chains have become routine.
These capabilities are not confined to elite state actors; they are increasingly leveraged by criminal syndicates, proxy
groups, and non-state collectives whose actions align with geopolitical interests.

Third, the attack surface itself has expanded. The digitization of operational technology (OT), widespread migration to
cloud environments, proliferation of Al-enabled services, and the global interconnectedness of software supply chains
have created vast new avenues for exploitation. Critical systems once isolated from external networks are now deeply
integrated into global digital ecosystems, and adversaries have demonstrated the capability and willingness to exploit
those interdependencies.

Figure 1: Correlation Between Geopolitical Risk Index (GPR] and U.S.-Targeted Cyber Incidents in 2024-2025. This figure
illustrates the temporal relationship between fluctuations in the Caldara-lacoviello Geopolitical Risk Index and the volume of
state-aligned cyber operations targeting U.S. government and critical infrastructure. Periods in which the GPR rises more
than one standard deviation above its historical mean correspond with a 35-45% increase in cyber incidents in the following
quarter. This figure visualizes how geopolitical tension acts as a leading indicator of offensive cyber activity and supports the
assessment that state actors increasingly use cyber operations as tools of signaling, coercion, and pre-crisis preparation.
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Finally, the geopolitical context is intensifying, and this shift is directly mirrored in the tempo of cyber operations.
Strategic competition among major powers is increasingly waged in the digital domain, where campaigns provide
deniability, asymmetry, and rapid strategic effect. Periods of heightened geopolitical tension consistently align with
surges in offensive cyber activity, as states use network intrusions, pre-positioning, and disruption as tools of influence
and coercion short of war. Analysis of U.S. federal networks shows that spikes in the Geopolitical Risk Index (GPR), a proxy
measure of global instability, are followed by significant increases in state-aligned cyber incidents, with major flashpoints
in 2024 and 2025 triggering some of the most active campaigns on record (see Figure 1). The resulting operations, from
pre-positioning in grid control systems to ransomware disrupting healthcare delivery, are not isolated incidents, but
components of a broader contest for strategic advantage.

Implications for National Resilience

The implications of this evolution extend far beyond technical security. A single compromise of energy infrastructure can
degrade military readiness, a ransomware attack on healthcare networks can erode public trust, and a disruption to
logistics platforms can ripple across global supply chains. These risks underscore a fundamental truth: cyber defense is
now synonymous with national defense. Protecting critical infrastructure is no longer a purely technical mission, it is a
strategic imperative central to deterrence, crisis response, and national stability.

This report is therefore structured to provide both technical and strategic insight. It maps the evolving adversary
landscape, dissects the tradecraft that underpins modern campaigns, examines sector-specific targeting patterns, and
anticipates how future operations are likely to unfold. The objective is not only to describe the threat but to contextualize
it; to help practitioners understand its drivers, its implications, and the choices it forces for the United States and its
allies.

o
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2. Strategic Threat Landscape: Operational Archetypes
and Strategic Motives (2024-2025)

2.1 Strategic Access Actors






2.2 Disruptive and Asymmetric Actors




2.3 ldeologically Motivated Operators




2.4 Economically Driven State-Linked Groups

Lazarus Group
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2.5 Opportunistic Syndicates and Non-State Ecosystems




2.6. Threat Actor Classification Framework




« Top Right Quadrant: Strategic + Ideology (Nation-State APTs)

o Top Left Quadrant: Strategic + Financial (State-Nexus Financial Operations)
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e Bottom Left Quadrant: Disruptive + Financial [Ransomware and eCrime)

o Bottom Right Quadrant: Disruptive + Ideology (Hacktivists and Destructive Operations)
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3. Technical Attack Vectors and Adversary Tradecraft

Our analysis of malicious cyber activity targeting U.S. government entities and critical infrastructure between 2024 and
2025 indicates a clear evolution in adversary tradecraft. The operational environment is increasingly shaped by
identity-centric threats, rapid exploitation of public-facing vulnerabilities, and a surge in activity aimed at operational
technology (OT) networks. Over the past few years, it has been evident that adversaries are refining their methods to
maximize stealth, persistence, and operational impact, with tradecraft increasingly designed to serve strategic objectives
rather than opportunistic goals. The following sections outline the key stages of current intrusion campaigns, their
technical characteristics, and how they align with adversary motives identified in Section 2; specifically initial access,
persistence and privilege escalations, and lastly lateral movement.

Figure 5: Top MITRE ATT&CK techniques observed in U.S. government and critical-infrastructure incidents between
2024-2025. The five most prevalent techniques: Valid Accounts (T1078), Command & Scripting Interpreter [T1059), Exfiltration
over Web Services [T1567.002), Exploitation of Public-Facing Applications (T1190), and Credential Dumping (T1003),
correspond to key stages of the attack kill chain, including Initial Access, Persistence and Privilege Escalation, and Lateral
Movement with pivoting into operational technology environments.

(
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3.1 Initial Access

Initial access remains the foundational phase of nearly every major intrusion campaign observed during this period. It
represents the adversary’s first successful penetration into a target environment and dictates the tempo, scale, and
nature of subsequent activity. Our analysis shows that the overwhelming majority of sophisticated intrusions against U.S.
critical infrastructure in 2024-2025 began through one of three primary vectors: credential abuse, public-facing
application exploitation, or supply chain compromise.

e Credential abuse has become the single most prevalent method of initial access. Adversaries increasingly exploit
stolen, purchased, or harvested credentials to bypass perimeter defenses. These operations often involve brute-force
password spraying (T1110), replaying captured session tokens, or exploiting weaknesses in multi-factor
authentication through fatigue attacks or adversary-in-the-middle techniques (T1557, T1621). We assess with high
confidence that identity-based attacks have grown significantly in both frequency and sophistication since 2023,
reflecting adversaries’ recognition that identity systems are now the most direct path into sensitive netwaorks.
State-backed actors, such as Volt Typhoon, have relied heavily on valid account abuse (T1078) to gain stealthy,
long-term access to critical infrastructure environments, often without triggering intrusion

(
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detection systems.

Figure é: Illustration of credential-based initial access in the Coweta County School System breach, as analyzed in a previous
Check Point executive insights blog. The figure shows how infostealer malware on student and employee endpoints harvested
credentials that later surfaced on deep and dark web markets. It traces the path from compromised endpoints to credential
resale and subsequent unauthorized access, demonstrating how external credential exposure directly enables intrusions into
government and education networks. This analysis was already published in a previous blog entry In a previous blog entry:
“Winning the Game You Didn’t Choose: The Case for External Cyber Defense in Government and Education”.

(
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e Remains a second major access vector, and our analysis indicates that adversaries continue to capitalize on

vulnerabilities in widely deployed edge devices and software. Techniques such as Exploit Public-Facing Application
(T1190) are frequently observed targeting VPNs, web portals, managed file transfer systems, and single sign-on
platforms. These exploitation campaigns often involve rapid weaponization of newly disclosed vulnerabilities within
hours or days of publication, underscoring adversaries growing capability to operationalize vulnerability intelligence
at speed. In multiple cases during 2024, state-aligned and criminal actors exploited unpatched zero-day flaws in
network appliances to gain initial footholds across dozens of U.S. organizations simultaneously, including energy
and defense contractors.

e Supply chain compromise continues to present significant risk to government and critical infrastructure networks.
Adversaries exploit trusted relationships between organizations and their vendors to bypass external defenses and
deploy malicious updates or abuse remote management tools (T1195). We assess that supply chain exploitation has
become a preferred vector for Strategic Access Actors due to its scalability and ability to deliver stealthy,
high-impact access across multiple environments simultaneously.

Figure 7: Initial access broker offering root-level access to a server hosting the firewall of a U.S. government missile defense
contractor for $800 on a dark-web marketplace. The listing illustrates the convergence of two major trends in contemporary
cyber operations, supply-chain foothold acquisition and IAB-mediated access provisioning, highlighting how high-value
government environments can be exposed through commoditized underground access markets.

(
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In parallel with these evolving access techniques, the past two years have seen a pronounced rise in the role of Initial
Access Brokers (IABs) - specialized criminal actors who infiltrate networks and then sell or lease that access to other
threat groups, including state-aligned entities and ransomware affiliates. Once considered peripheral players, |ABs have
become a critical node in the cyber-criminal supply chain, lowering barriers to entry for sophisticated operations and
enabling rapid campaign scaling. Their services often include ready-to-use VPN credentials, domain administrator
accounts, or remote access footholds on high-value networks, which can then be exploited for espionage, data theft, or
disruptive activity.

Our analysis shows that the proliferation of IAB activity is particularly visible in sectors with heightened strategic
significance. As illustrated in Figure 8, the largest year-over-year increases in initial access activity between 2023 and
2024 were observed in government networks (>900%), healthcare systems (>600%), and education institutions (~450%)],
followed by the transportation sector (~300%). These surges reflect both heightened adversary demand for footholds in
sensitive environments and the growing professionalization of the IAB marketplace, where access to critical systems is
commoditized and sold to the highest bidder.

Figure 8: Bar chart showing year-over-year growth in Initial Access Broker (IAB) activity by sector between 2023 and 2024. The
chart highlights outsized increases in brokered access for government networks [>900%), healthcare systems (>600%),
education institutions (~450%), and transportation (~300%), with smaller but still significant growth in other
critical-infrastructure sectors. This visualization supports the assessment that commoditized access to high-value
environments has become a core enabler of espionage, ransomware, and strategic disruption campaigns.

The strategic significance of this trend cannot be overstated. By outsourcing the most resource-intensive phase of
intrusion campaigns, state-backed groups and sophisticated criminal actors can reduce operational risk, accelerate
execution timelines, and scale their campaigns across dozens of targets simultaneously. Moreover, the sale of
pre-compromised access undermines traditional attribution efforts and blurs the lines between state and non-state
activity. As a result, IAB activity is no longer a peripheral criminal phenomenon but a force multiplier in the broader
offensive ecosystem, one that directly supports espionage, coercive operations, and potential disruption of U.S.
government and critical infrastructure networks.

(
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3.2 Persistence and Privilege Escalation

Following initial access, adversaries focus on persistence; maintaining continued access over time, and privilege
escalation, which allows them to expand control within the target environment. Our assessment indicates that
persistence techniques in 2024-2025 have shifted toward identity- and cloud-centric approaches, reflecting the growing
complexity of hybrid environments and the proliferation of federated authentication systems. Analysis of current
campaigns reveals a marked stratification in the persistence and privilege escalation methods adopted by threat actors,
with each variant reflecting the actor’s broader motive structure and intended operational outcomes. As such, Strategic
Access Actors rely on durable persistence to maintain latent capabilities within critical networks, often for years at a time.
Disruptive and Asymmetric actors require privileged access to deploy destructive malware or manipulate operational
environments. Economically motivated groups escalate privileges to exfiltrate valuable data or encrypt systems at scale.
The following techniques have been observed:

e Attackers increasingly manipulate identity providers and directory services to create durable footholds that survive
routine remediation. Techniques such as Account Manipulation (T1098), Create Account (T1136), and Modify
Authentication Process (T1556) are frequently observed, often combined with the theft of authentication tokens
(T1539, T1528) that remain valid even after password resets. Adversaries also register rogue applications or service
principals in cloud environments, granting them long-lived permissions that provide persistent access to critical
resources.

e Traditional host-based persistence remains common, especially among ransomware operators and state-aligned
espionage groups. Techniques such as Scheduled Task/Job (T1053), Event-Triggered Execution (T1546), and Boot or
Logon Autostart Execution (T1547) continue to be used to ensure persistence on endpoints and servers. These
methods are often combined with the abuse of legitimate administrative tools (T1059.001) to minimize detection.

* Privilege escalation operations have also evolved. Adversaries exploit software vulnerabilities (T1068), manipulate
access tokens (T1134), and abuse misconfigured privileges (T1548) to gain administrative-level access. Once elevated,
they disable security controls, harvest additional credentials, and access sensitive systems. |dentity federation has
become a key escalation pathway, as attackers compromise accounts in one domain to pivot into others via trust
relationships.

(
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3.3 Lateral Movement and Pivot to Operational Technology

Lateral movement, the process of expanding control from the initial foothold to other parts of the network, has become
more sophisticated and purposeful in 2024-2025. Our analysis indicates that adversaries increasingly design their lateral
movement strategies to reach specific mission objectives, such as accessing sensitive data repositories, domain
controllers, or operational technology environments.

e Common techniques include Remote Services (T1021) such as SMB, RDP, and SSH for host-to-host movement, and
exploitation of management tools and orchestration platforms to traverse network segments. Adversaries frequently
use Pass the Hash or Pass the Ticket [T1550) attacks to reuse credentials and escalate access. To conceal movement,
they employ tunneling and proxy techniques (T1090) and rely heavily on encrypted web protocols (T1071) to blend
command-and-control traffic with legitimate network flows.

e Interestingly, and as opposed to previous years, we have been observing that an increasing amount of adversaries
mainly targeting critical infrastructure increasingly seek to bridge the IT-0T divide, exploiting weaknesses in network
segmentation and remote access gateways to reach control systems. Once in OT environments, adversaries focus on
reconnaissance, i.e. mapping programmable logic controllers (PLCs), safety instrumented systems (SIS), and
supervisory control and data acquisition (SCADA] components. Although destructive OT malware remains rare, the
ability to manipulate setpoints, alter process logic, or force manual intervention within these resources is novel, and
as of now appears to be well within the capabilities of several state-aligned actors.

Our assessment of 2024-2025 intrusions indicates a rise in campaigns explicitly designed to position adversaries for OT
disruption. Multiple state-backed groups, including Volt Typhoon and Sandworm, have demonstrated interest in targeting
engineering workstations and historian servers as stepping stones into industrial control networks. We assess with high
confidence that these operations are part of broader contingency planning aimed at enabling disruptive or destructive

actions during future crises.

(
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4. Sector-by-Sector Analysis with Case Studies

Adversary activity across U.S. critical infrastructure and government sectors in 2024-2025 reflects a strategic maturation

of cyber operations. Targeting has become more intentional, tradecraft more tailored, and objectives more closely aligned
with broader geopolitical goals. Whereas previous years saw a higher proportion of opportunistic activity, recent
campaigns reveal a deliberate effort to compromise systems that underpin national security, economic resilience, and
societal stability. Below, we examine key sectors in depth, outlining current trends and highlighting significant incidents
that illustrate evolving tradecraft and objectives.

( A
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4.1 Energy Sector

In 2024-mid 2025, approximately 28% of all nation-state-attributed cyber incidents targeting U.S. critical infrastructure
involved energy entities — a year-over-year increase of nearly 37%. Much of this activity focused not on immediate
disruption but on long-term infiltration and reconnaissance, with adversaries seeking to pre-position within industrial
control system (ICS) and supervisory control and data acquisition (SCADA] networks. The sector’s significance stems
from its outsized impact: even localized disruptions to electric generation, transmission, or fuel delivery can trigger
cascading effects across defense readiness, healthcare delivery, financial services, and transportation networks.
Adversaries appear increasingly aware of this leverage, designing campaigns that blend espionage, access preparation,
and latent disruption capabilities.

Case Study: Volt Typhoon Intrusion into a U.S. Electric Utility (2024)

In mid-2024, the PRC-linked threat group Volt Typhoon conducted a sophisticated infiltration of a major U.S. electric
utility that services multiple states in the Midwest. The intrusion campaign began when attackers exploited a vulnerability
in a Cisco ASA VPN gateway (CVE-2024-20353) that had not yet been patched. Through a coordinated
credential-harvesting campaign against third-party contractors, they obtained valid accounts (T1078) and established
initial access without triggering traditional perimeter defenses.

Once inside, Volt Typhoon shifted to securing persistent control by registering a rogue Azure Active Directory (AD)
application (T1136.003) with privileged OAuth permissions. This allowed continuous access even after passwords were
reset and accounts were audited. Over the next several weeks, the actors carefully mapped the utility’s internal IT
network, identifying engineering workstations and historian servers that maintained operational telemetry. Lateral
movement was achieved via Remote Services (T1021) and Pass the Hash (T1550.002) techniques, and eventually the
attackers bridged into the OT environment by exploiting misconfigured jump hosts.

(
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Figure 9: Typical Volt Typhoon activity pattern, adapted from the CISA advisory “PRC State-Sponsored Actors Compromise and
Maintain Persistent Access to U.S. Critical Infrastructure.” The diagram shows the group’s use of edge-device exploitation, valid
account abuse, stealthy command-and-control, and “living off the land” techniques to establish long-term, low-noise footholds in
critical-infrastructure environments. It emphasizes how Volt Typhoon blends operational security, identity compromise, and careful
lateral movement to pre-position within ICS/SCADA networks without triggering detection.

Within the ICS network, Volt Typhoon accessed a SCADA management console running GE Grid Solutions software. They
exfiltrated configuration files, network topology data, and operator procedures (T1041); intelligence that could later
enable selective manipulation of grid operations. No destructive actions were taken, but the depth and positioning of the
intrusion suggested a deliberate preparation of the environment for potential disruption during a geopolitical crisis.

This campaign underscores the strategic significance of energy sector intrusions. Even without kinetic impact, persistent
access to control networks provides adversaries with a latent capability to degrade or disable critical infrastructure when
geopolitical conditions demand. Such pre-positioning aligns closely with the operational goals of Strategic Access Actors
and represents one of the most serious national security risks identified in the current threat landscape.

4.2 Healthcare Sector

The healthcare sector has experienced a dramatic escalation in targeted cyber activity, driven primarily by financially motivated
ransomware groups and, increasingly, by espionage-focused actors seeking sensitive health and genomic data. Between
January 2024 and Q2 2025, ransomware incidents against healthcare organizations rose by an estimated 64%, with more than
half resulting in prolonged operational disruptions. The sector’s vulnerability profile, including legacy IT systems, weak
segmentation between clinical and administrative networks, and extensive third-party dependencies, makes it a high-value
target. Moreover, adversaries exploit the low tolerance for downtime: the potential for care disruption forces rapid ransom
payments and magnifies public impact.

Case Study: ALPHV/BlackCat Attack on Change Healthcare (2024)

In February 2024, the ALPHV ransomware group launched a high-impact campaign against Change Healthcare, a subsidiary of
UnitedHealth Group and a critical provider of medical claims processing and pharmacy benefit management. The intrusion
began with exploitation of a vulnerable Citrix NetScaler Gateway (CVE-2023-3519) in a third-party vendor’s network. Using this
foothold, the attackers pivoted laterally into Change Healthcare's environment and established persistence by creating privileged
domain accounts (T1136.001) and deploying a web shell (T1505.003) on an internal application server.

(
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Figure 10: Operational kill chain of the ALPHV/BlackCat ransomware attack on Change Healthcare (2024]. The figure steps
through exploitation of a vulnerable Citrix NetScaler Gateway, establishment of persistence via privileged domain accounts and
web shells, kernel-level privilege escalation, credential harvesting, lateral movement into claims and billing systems, bulk
data exfiltration, and final ransomware deployment. It illustrates how a financially motivated operation against a single
provider cascaded into system-wide disruption of U.S. healthcare billing and prescription workflows.

Privilege escalation was achieved through exploitation of a Windows kernel vulnerability (CVE-2024-21338, T1068],
allowing SYSTEM-level access. The attackers harvested cached credentials from LSASS memory (T1003.001) and used
Remote Desktop Protocol (RDP, T1021.001) to propagate laterally across claims processing and billing systems. Within
days, ALPHV deployed its ransomware payload, encrypting critical servers and simultaneously exfiltrating over 6
terabytes of protected health information (PHI) and financial data (T1041).

The attack caused widespread disruption across the U.S. healthcare system: billing operations for hundreds of hospitals
stalled, prescription processing was delayed nationwide, and thousands of patient records were exposed. U.S. federal
agencies classified the incident as one of the most significant healthcare-sector cyberattacks to date, citing both the
immediate operational consequences and the potential long-term misuse of stolen medical data.

Although financially motivated, the ALPHV attack demonstrates how ransomware operations can achieve strategic-level
effects, including erosion of public trust, systemic healthcare disruption, and large-scale exposure of sensitive
information. It exemplifies how economically driven actors” operations can inadvertently serve broader adversarial goals.

(
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4.3 Water and Wastewater Systems

Targeting of water and wastewater infrastructure has grown sharply since 2024, with incidents rising by over 55%
compared to the previous year. This sector's distributed ownership, outdated industrial equipment, and poor
segmentation practices make it an appealing target for ideologically motivated and state-aligned actors alike.
Adversaries view water infrastructure as a symbolic target, capable of generating significant public alarm with even
limited technical effort.

Case Study: Cyber Av3ngers Compromise of Municipal Water Facility (2024)

In early 2024, the pro-Iranian hacktivist collective Cyber Av3ngers conducted a coordinated campaign against several U.S.
water treatment facilities, with the most significant incident affecting a municipal utility in Pennsylvania. The attackers
gained initial access by exploiting default administrative credentials on an internet-exposed Unitronics Vision PLC
interface (T1078, T1190). Once inside, they installed a lightweight remote access trojan [RAT) on the HMI server and added
a new administrative user account (T1098) to maintain persistent control.

The attackers conducted internal reconnaissance (T1018) to map the network and identify chemical dosing controllers.
They attempted to manipulate chlorine setpoints and disable safety alerts, actions that, if successful, could have posed a
serious public health risk. Fortunately, safety interlocks prevented harmful changes, and operators quickly isolated
affected systems. Despite the limited physical impact, the facility was forced offline for three days to rebuild its control
environment, and the incident received widespread media attention.

This case highlights how low-complexity operations can achieve disproportionate strategic effects. Even without physical
damage, the incident eroded public confidence in essential services and underscored systemic vulnerabilities in water
infrastructure security. Such activity supports ideological objectives and demonstrates the potential for cyber operations
to shape public perception and exert political pressure.
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4.4 Government Networks

Government networks remain a top espionage target, with attackers increasingly exploiting software supply chains and
third-party services to gain access. From 2024 to mid-2025, supply chain-related compromises against U.S. federal
networks rose by approximately 42%, driven by the appeal of gaining simultaneous access to multiple agencies through
a single vulnerable platform. This targeting reflects adversaries” desire for intelligence on policy, defense planning, and
interagency coordination, as well as their intent to undermine public confidence in government cybersecurity resilience.

Case Study: Clop MOVEit Supply Chain Compromise (2024)

In May 2024, the financially motivated Clop ransomware group (linked to FIN11) executed a large-scale supply chain
attack exploiting a zero-day vulnerability (CVE-2023-34362) in Progress Software’s MOVEit Transfer product. By exploiting
the vulnerability (T1190), Clop was able to execute arbitrary code on exposed MOVEit servers, install web shells
(T1505.003) for persistence, and escalate privileges by modifying service accounts (T1098).

Once inside, Clop actors used SMB (T1021.002) to exfiltrate data from connected systems, including procurement
documents, personnel records, and interagency communications. The campaign compromised multiple U.S. federal
agencies and hundreds of private sector organizations, marking one of the largest supply chain breaches in U.S. history.
The attackers demanded ranso

m payments for non-disclosure, but the breach’s strategic significance far exceeded its financial dimensions.

The MOVEit compromise demonstrates the systemic risk inherent in software supply chains. By leveraging a single
vulnerability, adversaries were able to bypass direct defenses, infiltrate government networks, and acquire sensitive
intelligence. This approach aligns with both espionage and coercive objectives and highlights the necessity of
strengthening third-party risk governance.
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4.5 Transportation and Logistics

The transportation and logistics sector has become a strategic focal point for both state-backed and criminal actors. In
2024, ransomware attacks against port authorities, freight operators, and shipping software providers increased by 48%,
reflecting adversaries’ recognition of the sector’s role in economic stability and military logistics. Even brief disruptions
to maritime terminals or freight scheduling systems can cascade across supply chains, amplifying geopolitical pressure
and inflicting substantial economic cost.

Case Study: LockBit Ransomware Attack on a U.S. East Coast Port Authority (2024)

In October 2024, the LockBit ransomware group launched a disruptive campaign targeting a major East Coast port
authority responsible for handling over 15% of U.S. container traffic. The intrusion began with exploitation of a
misconfigured Remote Desktop Protocol (RDP) service (T1021.001) on a scheduling server, granting the attackers direct
access to the network. LockBit operators created hidden administrative accounts (T1136.001) for persistence and
exploited CVE-2024-21338 to escalate privileges (T1068).

Using Windows Admin Shares (T1021.002), the attackers propagated their ransomware payload across customs,
scheduling, and cargo management systems. Within hours, critical infrastructure components were encrypted, halting
port operations entirely. The port remained offline for five days, causing widespread cargo delays and ripple effects
throughout U.S. supply chains. Logistics costs spiked, and several defense-related shipments were rerouted as
emergency mitigation measures.

The LockBit incident illustrates how financially motivated campaigns can evolve into strategic disruptions with
national-level consequences. By targeting logistics chokepoints, adversaries can create pressure on decision-makers,
disrupt trade, and indirectly affect military readiness; outcomes that align with broader geopolitical objectives even if the
original motive was extortion.
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4.5 Threat Actor Affinity to Critical Infrastructure Sector

Figure 11: Targeting intensity reflects observed activity patterns, persistence, and sophistication of attacks against each
sector. PRC-linked actors show broad strategic targeting across critical infrastructure. Russia-linked actors focus heavily on
energy and government. DPRK-linked actors prioritize financial institutions for revenue generation. Ransomware groups
opportunistically target sectors with lower security maturity, particularly healthcare.
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5. Future Threat Outlook (2025-2030)

5.1 From Espionage to Strategic Influence

5.2 Al-Enabled Offensive Operations



5.3 Expansion of Supply Chain Weaponization

5.4 ICS/0T Convergence and Physical Consequence Operations



5.5 New Strategic Theaters: Space, Data Infrastructure,
and Quantum Risk

5.6 Implications for Strategy and Resilience




6. Strategic Recommendations and Defensive Priorities

The findings of this assessment make clear that the threat landscape confronting the United States is evolving faster than
the defensive posture designed to counter it. The integration of cyber operations into statecraft, the blurring of lines
between state and non-state activity, and the convergence of IT, OT, and cloud ecosystems demand a recalibration of
national cybersecurity priorities. The following strategic imperatives are designed to guide U.S. government agencies,
critical-infrastructure operators, and policy planners in building a more resilient and adaptive defensive posture for the
coming decade.

6.1 Identity-Centric Defense as a Foundational Priority

Identity abuse has become the single most common enabler of advanced intrusion campaigns. Threat actors increasingly
exploit credential theft, cloud identity manipulation, and misconfigured access policies to bypass traditional perimeter
defenses. U.S. government agencies and critical-infrastructure operators must adopt zero-trust architectures as a
baseline security model, emphasizing continuous verification, least-privilege access, and adaptive authentication.
Investment in federated identity governance, automated privilege revocation, and behavioral analytics should be
prioritized, particularly across interagency networks and contractor ecosystems. Identity compromise must be treated
not as an operational inconvenience but as a strategic vulnerability that can enable espionage, sabotage, or coercive
leverage.

6.2 Securing the Software Supply Chain

The exploitation of software supply chains has emerged as one of the most consequential attack vectors, allowing
adversaries to compromise thousands of organizations simultaneously. National cybersecurity strategy must prioritize
end-to-end supply chain visibility, from open-source components to commercial software dependencies. This includes
mandating Software Bills of Materials (SBOMs] for vendors supplying critical infrastructure and federal agencies,
integrating secure development lifecycle (SDLC) requirements into procurement contracts, and expanding continuous
monitoring of third-party integrations. The federal government should also accelerate efforts to establish a national
supply chain risk registry, enabling real-time risk assessments and coordinated vulnerability disclosure across sectors.
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6.3 Enhancing Resilience in ICS and OT Environments

The pre-positioning of adversaries within operational technology networks represents one of the most serious national
security risks. Defensive strategies must extend beyond IT perimeters to include visibility, segmentation, and anomaly
detection within industrial control systems. Federal agencies should work with industry to expand threat-hunting
programs in OT networks, deploy behavioral detection models tuned to industrial protocols, and incentivize retrofitting of
legacy equipment with secure gateways and segmentation controls. Cross-sector collaboration through programs like
the Joint Cyber Defense Collaborative (JCDC) should prioritize ICS-specific exercises and joint response playbooks to
improve readiness for disruptive events.

6.4 Preparing for Al-Enabled Threats

The coming decade will see adversaries leverage artificial intelligence to automate reconnaissance, customize social
engineering, and develop adaptive malware. To counter this, the United States must accelerate the integration of Al into
defensive operations, not only to detect and respond faster, but also to anticipate adversary behavior. This includes
investing in Al-driven threat intelligence fusion, expanding automated anomaly detection, and building red-teaming
programs that simulate Al-enabled offensive techniques. Policies should also incentivize private-sector innovation in
secure model development and watermarking to reduce the risk of generative models being weaponized by adversaries.

6.5 Building Strategic Deterrence and Resilience

Finally, cybersecurity strategy must evolve beyond defense to include deterrence and resilience as complementary
pillars. Deterrence will depend on credible consequences for state and non-state actors conducting destructive or
coercive cyber operations, including coordinated sanctions, law enforcement disruption campaigns, and diplomatic
isolation. At the same time, resilience must be treated as a national capability. Investments in rapid recovery
infrastructure, cross-sector redundancy planning, and public-private crisis coordination will reduce the strategic utility
of cyber operations for adversaries. The ability to absorb and recover from cyber-attacks quickly, rather than merely
prevent them, will increasingly define national security outcomes.
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7. Conclusion
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